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0. Background
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2. Introduction

<pixel-wise>
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2. Introduction

<Pixel-wise>
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4. Superpixel
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4. Method

* Pixel-wise > superpixelsZ perturbation &LtA =7t I A +=F0|MZ locally smoothE.
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4. Method

1. Template Generation
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4. Method

2. Attention Mask

Attention Mask Generation
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4. Method

2. Attention Mask - Class Activation Mapping (CAM)
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4. Method

3. Adversarial Perturbation Generation
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4. Method

3. Adversarial Perturbation Generation
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5. Experiments
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5. Experiments

5-1. Attack Ability Comparison(3Z &3 H|w)
: white-box3 2 S5 E 1 black-box 34 §5E2 E&%t ImageNet dataset®| 7|2 34 42 H
— ‘ 2 \
Attack Inc-v3* | Inc-v4 | IncRes-v2 | Inc-v3,.4.
FGM 84.00 | 54.75 56.75 56.05
SA-FGM(Ours) 73.80 | 56.20 51.55 56.75
[-FGM 99.80 | 40.65 38.00 30.70
SAI-FGM(Ours) 100.00 | 68.35 64.95 65.05
MI-FGM 9990 | 66.45 67.95 62.40
M-SAI-FGM(Ours) | 99.95 | 68.50 66.10 67.45
Table 1. The attack success rate (%) of adversarial attack on the
ImageNet [4] dataset. * indicates the white-box attacks.
- single step attack method(ttE A &4 4H) FGMO| SA-FGMELH §50| I f=g.
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5. Experiments

5-1. Attack Ability Comparison(34 & H|1l)

- white-box&Zd H&E1 black-box 34 45 &

fujo
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o
El
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- White-box attack: =& O(7|ElX S Of7}f H,F E5H0]
O] e &2 (back-propagated gradientsZ MLHH HES &Y

- Gray-box attack: 20| CHSE x| BN A HotO] QUX|[TE O[O[X]|
input transformationsO| Y= 4L

- Black-box attack: target model0| CH3F X|A0] 9= Back-progagate® == §17]0], CtE LHO|| CHSH

= T HA — Hd 7/
ZHO| HIE &S A loss functionl| 7| 27|& FH|0fF &
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= —_ - L L -1
L
MY ks
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5. Experiments

5-2. Attack Robustness Comparison &2 7411 H| W

1> Steganalysis 7|2t Detection 280 CiF Robustness(7111-d)

- Steganalysis 7|tt HOiA EX| 2, MUY WES BX|SH7| @2t =2 X|HE steganalysis 7|52 AME.
- O(perturbation scales), B(superpixel Size)

« SAI-FGMZ C}E 80 Ci5H large margin2 2 7|
= HIHS L 71L&}
Generationmethod ([ § =2 [ =4 |6 =6 |0 = 8 E)"—_7j>o'=' XE OC|-> 7E||-OE/L— oM o FMOH M=ol o
A=) 1T =
FGM 94.32 1 95.59 | 96.28 | 97.09 fjl Elg '1Hdl|'— = ;TOJL;,EX"'I;IE I B=01 5
[-FGM 94.11 | 94.74 | 95.45 | 96.01 2 el dEEL 2ERE S8
SAI-FGM(3 = 0) | 75.50 | 82.10 | 85.00 | 87.20
SAI-FGM(3 = 2) | 72.40 | 78.20 | 82.00 | 84.20 - QOIFSh FAISH I LlZ A2 =M SAI-
SAI-FGM(5 = 4) | 63.30 | 72.10 | 76.40 | 80.90 FGME2 2= 80 Clist X M35 =2 =4
Table 2. Detect rate (%) of steganalysis-based detection. Lower —T— 9)\%
success rate indicate the adversarial samples are more robust. — OI_IJISI'@- %M-‘cﬂ- {_\I_E_-| I_L!J%Io| I:CI=>|'c'>I;|P EEI [H &IIEH S|
=0 A O|0X| Zhe| SAA XIO|7F 2 A
ot7| M.
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5. Experiments

2> O|O|X| H2| 7|8t Defense B0l Lot Robustness(71114d)
: O|O|X|] M2| 7|&S &8 — target modeldf| O|O|X|E XN S8t7| MO|| adversary= XA

g&2 & 2270 X o|ojX|e] Fx=F X[oFX| R=Ct= & 7|8 =,

Resizing, JPEG &=, DNN-Oriented JPEG Compression(DNN X| & JPEG =), pooling, total
variance minimization & =4t X243} (TVM) 9 Bit-depth Reduction & Z 2ol 7410 HIIE |5l
Cifor O[O|X| X 2| 7= ALEE.

> Image processing0| Ot MLHA MEQ| SHASE 28| mis-classificationO| &’ dSt= = 3f{OF &t
> ImageNet H|O|E AOjA O|O|X| X2| & SHIEH 2F & = A= 2000 7H2| robust imagesE 41 E4



5. Experiments

@ Resizing
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< 7 —a- ILFGM(6=16) h-a

10
o ~*SALI-FGM(5=16)
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Figure 4. Attack success rate of adversarial samples with image

resizing. Resize factor « varies from 1.0 to 3.0.

« local interpolation(27h=2 &dlf MM MEZ2| a=d=
=0| A Ol
== T AT

— 37|17} HxW Q! adversarial sampleX L& BEZ0| =0{X|

o A 37|27 X T2 X2 8 OhS Yef 37| HwE

ChA| ZfCH

- 1% 4+ the scale factor y& 10|AM 322 HES I 5
> MO= T
1 oo = L

- C}2 perturbation scales &5 M= &§ = 48,16 & CtE
7|& 2ol B2, o HM FEFO HH™ "SA 2 &
o 2WM 0 285t 54 d580| O =2
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5. Experiments

@ JPEG &= 5! DNN-Oriented(DNN X|&}) JPEG &=

_ 100 E=f—=f—t—80—f = ﬁum = == -
- | WY _ e T Rea A
z 80 u, s \ T “a 2
£ M L\ 3 90 \“
2 60 -a-LFGM(5=4) “a, 2 -a- [-FGM(6=4)
g SALI-FGM(6=4) “a | S 80 SAI-FGM(5=4) N
72 0 - LFGM(5=8) AN 7 I-FGM(5=8)
'_5_ 0 SAI-FGM(5=8) ‘h\ \ "‘:. 70 SAI-FGM(5=8) \
S 7 -+ IFGM(=16) »i4 = -+ LFGM(5-16) \
© o = SAL-FGM(5=16) " 60 ~*SALI-FGM(5=16)
95 85 75 65 55 45 35 25 15 5 95 85 75 65 55 45 35 25 15 5
(a) JPEG quality factor q (b) DNN-Oriented JPEG

quality factor q
Figure 5. (a) Relation between attack success rate and JPEG qual-
ity factor ¢. (b) Relation between attack success rate and DNN-
Oriented JPEG quality factor q.

- local smoothness property= 7|82 £ JPEG &=
OASH A|ZHE EX S EIFO}E”H O[O|X[2] high- frequency
Td 24F 3 g5

— adversarial perturbatlonsE high frequency©| 7| 20
O F 22| 2% JPEG €522 Qs 54 S=0| fsta.

- O|O]X|Z} high quality factor q = 952 27+t &= &l A2, I-FGMIt
SAI-FGM2 O{H3| &3] &2 %74 dEE

- S50°| ME2 g9 (q < 25)0M=, MF 2 Y=0| o|O|X|e] T F=Z2| C[H|
2= M P':'EI FGM} SAI-FGMe| 50| A7 H}&| X2t Salo| 4
H2 ™G] I-FGMELt d50| Z&LCH
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5. Experiments

3 Pooling
Operation | Threshold | Attack method 3 Kcmil Size = - pOO“ngi le- :l-ElE 9-I LETI LH O'”A-I —j'c—l l:H EEE fgﬂ r—LI%%
3 | 5 [ 7 M 21510 23
WN -FGM [ 73.67]20.55] 7.07 n=o” To S o
: SALFGM | 93.27 | 65.14 | 36.91 - smoothing/resizingdf FArStA| adversary2| original
= [-FGM 85.94 | 31.21 | 11.47 : : : 2 A
AVG 8VN SAI-FGM 97.44 | 79.96 | 58.03 dIStrIbUtlonE =<
. T [-FGM 95.13 | 46.02 | 20.36
I6VN | SALFGM | 9957|9148 | 77.35
I-FGM 41.45 | 16.67 | 13.47 - o = - .
4VN SAI-FGM 70.37 | 39.20 | 34.67 - _Lll____E_O'”A-I X-”OI_l-o|_|- I:C|>H:I;I-|: %I-él- El—%l:ol_|- ker_[\el S|ZeCS> and
MAX S/N -FGM 54.79 | 27.29 | 20.39 perturbation levels A 7|= BHHELCH =M LIS,
SaaiS Sad LS - OlE 01,6 = 160|220 HE 27|7} 5 Y [ SAI -FGME Of T
WYN | sarrou | 9ass| g2 | 7982 Sl 7982 %2 A 9e8S dE 9 + A= UH JIE e
Table 3. The gray-box attack success rate (%) of adversarial sam- +— 30.38 %Ql cj_SE I:Il_l- 7|'X|—TI— AAEEH 27 50 %= 'oé‘“&l Tl X‘Pél

ples after average/max pooling operation on the ImageNet [4]
dataset with different € and different kernel size [.
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5. Experiments

5-3. Visual Results

Figure 7. Some visual comparison about the adversarial samples generated by the baseline method I-FGM (top) and our SAI-FGM (bottom)
with § = 4 (left) and 6 = 16 (right) respectively.

MO 2 H|Z3| 50[X|0H
01|*1 M Aot 22 the adversarial perturbationsO| more attentional and superpixel-wise smooth.
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Figure 1. Some visual results about the adversarial samples generated by our SAI-FGM with § = 4 (left) and § = 8 (right) respectively.
For each column, we show the original image(left), the attention mask(middle) and adversarial samples(right) respectively.
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